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Abstract

Enabling various parties to share data enhances online fraud de-
tection capabilities considering fraudsters tend to reuse resources
attacking multiple platforms. Multi-party computation (MPC) tech-
niques, such as secret sharing, offer potential privacy-preserving
solutions but face efficiency challenges when handling large-scale
data. This paper presents a novel approach, SecureFD (Secure Fraud
Detector), aimed at detecting fraud in multi-party graph data, en-
suring privacy, accuracy, and scalability. We propose a graph neu-
ral network EPR-GNN, which is MPC-friendly, as the base detector.
Then we design a framework that allows multiple parties to train
EPR-GNN collaboratively on secure sparse graphs in a privacy-
preserving manner. The oblivious node embedding sharing proto-
col in the collaborative training procedure achieves up to a 45x
speed-up, supporting over four million users compared to the naive
solution. Additionally, we further reduce secure computation by lo-
cally pruning a significant number of non-suspicious users and se-
lecting only the most valuable resources for sharing. Experiments
onreal datasets demonstrate that by securely integrating data from
different parties, SecureFD achieves superior detection performance
compared to state-of-the-art local detectors. And the local pruning
greatly improves the scalability without compromising detection
accuracies.

CCS Concepts

« Security and privacy — Domain-specific security and pri-
vacy architectures.
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1 Introduction

Internet fraud results in significant losses for businesses and indi-
viduals alike [1, 34]. The motives behind these fraudulent activities
vary widely, from boosting the popularity of a video by purchasing
likes and follows [8, 46], to manipulating public perception with de-
ceptive reviews [23], or registering fake accounts for illicit coupon
collection and fraudulent loan applications.

Fraudsters often use a limited set of resources, such as specific
IP addresses or consecutive phone numbers, to execute substan-
tial fraudulent activities at lower costs and higher profits [11, 47].
Moreover, these fraudulent activities are not confined to a single
company; the same resources may target multiple companies. For
instance, a fraudster might sell fake likes on both Twitter and Face-
book, or post spam reviews on both Taobao and JD.com like in Fig-
ure 1. However, each attacked company typically operates fraud
detection independently, relying solely on their local datasets.

Intuitively, fraud detection mechanisms would be more effective
if these companies collaborated. For example, they could discover
that users B, C, and D share the same resources (IP addresses, tar-
get items, and rating stars) to post reviews as illustrated in Figure 1.
Consequently, both platforms could identify review spam more ac-
curately. Even though some sophisticated fraudsters reduce their
resource reuse on individual companies (like user D) and evade
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Figure 1: An example of fraudsters posting review spam on
two websites reusing the same resources-IP addresses, tar-
get items, and rating stars.

localized detectors, they could still be identified through a collabo-
rative approach that captures global resource reuse patterns.

Nevertheless, collaboration poses three challenges: privacy, ac-
curacy and scalability. First, companies are reluctant to share their
business data directly, making it essential to ensure user data pri-
vacy and provide provable security guarantees. One solution is to
share independently computed fraud scores [3], but this shallow
data sharing is insufficient to catch sophisticated fraudsters. An-
other possibility is to deploy existing detection methods within
secure multi-party computation (MPC) frameworks [28, 32] which
guarantees privacy. However, operations on MPC are often costly
[18]. Training even a logistic regression requires careful design to
handle large-scale data [13], let alone more complex detection al-
gorithms. Thus, scalability presents another challenge. The third
choice is federated learning. But as far as we are concerned, the
current works [42, 48] could not model the resource reusing across
multiple parties adequately with strong privacy guarantees.

To address these challenges, we propose a novel approach, Se-
cureFD (Secure Fraud Detector), designed with MPC characteris-
tics in mind. Our contributions are summarized as follows.

1) We formulate the multi-party collaborative fraud detection
problem on graphs, following current single-party works [17, 29,
30]. Our secure sparse graph representation encrypts minimal data
to allow fast operations while meeting privacy requirements.

2)We design an MPC-friendly and powerful graph neural net-
work, EPR-GNN. It features no complex neighborhood aggregation
functions and is tailored for MPC training.

3) We propose an oblivious node embedding sharing protocol
that enables multiple parties to train EPR-GNN collaboratively on
secure sparse graphs from different parties.

4) To further accelerate secure training with minimal impact on
detection accuracy, we use local detection results to filter out a
significant number of less suspicious user nodes and select only
the most suspicious resource nodes for sharing on MPC.

Experiments on real datasets demonstrate the effectiveness of
SecureFD, showing the benefits of integrating data from multiple
parties. And our optimizations enable SecureFD to process millions
of users in less than an hour.
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2 Background and Related Work

The Economics of Fraud. Previous studies [39] report that fraud-
sters often purchase resources from black markets to commit fraud.
For example, $250 can buy 15,000-30,000 IP addresses for one month,
and $140-420 can buy 1,000 mobile numbers. With these resources,
fraudsters can register fake accounts and post fake likes or reviews
for profit. For instance, 1,000 follows on Twitter sell for $4-20 [39].
Obviously, fraudsters need to reuse these resources to maximize
their profits.

Fraud Detection Methods. The reuse of resources leads to syn-
chronized behavior among the accounts fraudsters manipulate and
becomes a key to detection [6, 11]. Since fraud labels are expen-
sive to obtain, many practical detection methods are unsupervised.
Some model the data as a graph and identify the densest regions
as fraudulent behavior [7, 23, 36, 37]. Other methods use domain-
specific clustering algorithms to find users with high similarities
[11, 40]. Meanwhile, supervised and semi-supervised methods are
also emerging. For example, [30] uses graph neural networks to de-
tect manipulated users in Alipay, while [16] addresses the camou-
flage problem in fraud detection. And [29] tackles the class imbal-
ance issue, particularly in picking neighbors of nodes. [43] focuses
on detecting fraud in temporal transaction graphs.

There also exist efforts to allow multiple parties to collaborate.
[3] enables service providers to jointly detect spammers, but it only
allows sharing independently computed fraud scores, which can-
not catch sophisticated fraud that shares resources across parties.

Secret-Sharing (SS) Based Multi-Party Computation (MPC).
MPC is a well-known cryptographic technique. Suppose C parties,
each with its private dataset, want to jointly compute a function
using these datasets as inputs. With MPC, they will not leak any
private information other than the final outputs. Among various
MPC schemes [2, 5, 9, 19, 20, 28, 31, 32], secret sharing (SS) has
relatively low overhead. Thus, many MPC systems [2, 28, 32] and
applications [24, 38, 41, 45] leverage the SS scheme. There are mul-
tiple computing servers in SS each of which receives a share of
the private data. To reveal some private data like the final results,
the shares from all computing servers are joined together. Under
certain security assumptions, such as no collusion between com-
puting servers, the privacy of the secret-shared data is preserved.
A general-purpose SS system provides basic operations like addi-
tion and multiplication and allows us to construct more complex
algorithms based on them.

However, the basic operations are not always efficient [18]. In
most SS systems, such as [28, 32], operations that do not involve
communication among computing servers are nearly as fast as plain-
text computation, such as adding secure scalars or retrieving ele-
ments from a secure vector by plain indices. But other operations,
including multiplication and comparisons, require rounds of com-
munication and are much slower than plaintext operations. Con-
sequently, matrix multiplication and non-linear function approxi-
mations built from basic operations are time-consuming, too.

PrivPy [28] is an MPC system employing a two-out-of-four se-
cret sharing framework, achieving high-performance speeds for
operations like matrix multiplications and secure comparisons. Be-
sides, it provides easy-to-use Python programming front-end. So
we choose it as the underlying MPC system in the experiments.



Collaborative Fraud Detection on Large Scale Graph Using Secure Multi-Party Computation

Federated Graph Neural Networks. Recently, research on feder-
ated GNNs [42, 44, 48, 49] has emerged. [49] considers the vertical
setting, where each party has the same node set but different edges
and node feature dimensions. Conversely, [44] focuses on the hor-
izontal setting, where the graph nodes are different but the feature
dimensions are the same. This is more applicable to our problem.
As pointed out by [48], one of the key challenges in the horizon-
tal setting is managing cross-party graph connections. [48] trains
a missing neighbor generator to handle missing links across local
graphs. [42] proposes a central node embedding server that allows
training parties to expand local subgraphs with exchanged features
or embeddings without revealing the local graph topology. How-
ever, it exposes the embeddings of the one-hop neighbors, while
our secure collaborative graph forwarding does not.

3 Problem Formulation

We first formulate the fraud detection problem for a single party as
a heterogeneous bipartite graph node classification task and then
extend it to the multi-party scenario.

Consider a data party that owns a dataset, such as user reviews
or access records on a website or application. A heterogeneous
graph G = (V, &) is constructed from these records. The i-th node
in V has a unique ID denoted by v;. For example, v; might be a
timestamp 2022-01-01 and vy a book titled Deep Learning. Besides,
the nodes <V are divided into two subsets: user nodes V; and re-
source nodes V. Each edge connects a user node to a resource
node and is associated with a weight. Thus, the graph G is bipartite.
Additionally, the edges have R types, & = E; U - - - U Eg. The corre-
sponding adjacency matrices are denoted as Ay, - - - , Ag. And the
feature matrix are denoted as X with D feature dimensions. Some
users are labeled as fraud or normal, with y; equal to 1 or 0, re-
spectively. But many remain unlabeled. Our goal is to predict the
probability that each unlabeled user is fraudulent. Obviously, this
is a semi-supervised node classification task.

Now, consider C data parties, each owning a local graph G\ =
((V(i),S(i)) fori = 1,...,C and planning to detect fraud collab-
oratively. We make three assumptions for the multi-party fraud
detection task. 1) All local graphs G follow the same paradigm,
having the same edge types and node feature dimensions. 2) We
assume that each party has their own user ID system and could
not be matched. Even if there exist identifiers for global matching,
like identity card numbers, we still consider them resources that
users connect to. Thus, the user node sets are non—overlapping, ie.,
’Vl(l) N (VI(J) = ( for all i # j. 3) Unlike user nodes, resource nodes
share a global ID system. For example, IP address nodes in differ-
ent parties can be matched exactly. Therefore, the resource node
sets have some non-empty intersections, meaning at least one pair

(i, /) satisfies (Vz(i) n ryz(i) 40

4 Methods

4.1 Graph Neural Network Detector

Given the graph G = (V, &) formulated in Sec.3 with adjacency
matrices A, for multiple edge types, let the hidden embedding of
all nodes at layer [ for edge type r in the graph neural network be
Hj., and the initial embedding be Hy = X.
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The graph neural network used in SecureFD is adapted from
the generalized PageRank graph neural network (GPR-GNN) [15],
and we call it EPR-GNN (Enhanced PageRank-GNN). It consists of
L graph layers followed by two MLP layers. There are two main
differences between our model and GPR-GNN. First, we extend
GPR-GNN to support multiple edge types by adopting the message
passing and aggregation architecture from [22]. The forwarding
process of EPR-GNN for the I-th graph layer is:

(1)
@)

where Eq. (1) generates the hidden embedding H;,, for edge type
r, and Eq. (2) concatenates the hidden embeddings for each edge
type with the previous layer’s embedding H;_;. Second, instead of
training the GPR weights, we adopt specialized values similar to
[27], resulting in using only the last graph layer to output proba-
bilities. The last hidden embedding Hy is fed into two MLP layers
with trainable weights W1 and W to get the final probabilities

Hy,r = ArHp,
H=H,® --eH.poH_;.

P = Sigmoid(ReLUHLW1)W3). (3)

The two enhancements improve the model’s capacity for better
fraud node classification performance.

We want to emphasize that the GNN structure in SecureFD en-
ables fast execution on MPC. The first L graph layers have no weights,
so the hidden embeddings of these layers remain fixed once the
graph structure and node features are set. During training, the
time-consuming graph neural network layers before the MLP could
be forwarded only in the first epoch. In subsequent epochs, we
reuse the hidden embedding Hj, for forwarding, back-propagation,
and updating the weights W; and W3 in the MLP layers.

4.2 Secure Sparse Graph Representation

Next, we introduce how we represent a graph G = (V, &) with
adjacency matrices A, for multiple edge types in a secret-sharing
based MPC system. First, the node ID vector v = (v1,vy,...) is
encrypted in secret shares, ensuring that no one knows the ac-
tual meaning of the nodes. Second, as most real-world graphs are
sparse, we only store the indices and weights of edges in the ad-
jacency matrix A, to save space. While this is straightforward in
plaintext, retrieving weight values is expensive when indices are
secret-shared [26]. To address this, we choose to expose the row
and column indices plaintext and keep only the values secure. The
privacy of the edges is maintained because the node IDs are en-
crypted. Thus, it is impossible to infer the meaning of an edge, such
as a user reviewing a product. In Sec.5, we further protect the edges
using edge differential privacy. Finally, the node embeddings H are
also encrypted in secret shares. The space complexity of the secure
sparse graph is then O(|E| + Dy |V|), where Dy is the embedding
dimension. The time complexity of multiplying the secure sparse
adjacency matrix A, by the embedding matrix involved in Eq.(1)
is O(Dy|&r| + DH|V)).

4.3 Collaborative Graph Layer Forwarding

Now, we consider how to enable C data parties to jointly forward
embeddings described in Eq.(1)-(2) on the secure sparse graphs.
The key challenge is handling cross-party graph connections [42,
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Algorithm 1 Secure Collaborative Graph Layer Forwarding

Input: Secure adjacency matrices A( )(r =1,...,R), secure input

H( ©) secure node ID vectors v(c) forc=1,...,C

-1

Output: Secure output embedding H(lc) forc=1,...,C
1: // Forwarding on each party’s secure graph

2: for each data partyc =1,...,C do

3 for each edge typer =1,...,Rdo
4 H(C)

embedding

Compute local embedding A(C)H(C)

5. // Oblivious node embedding sharing

6: for each datapartyc=1,...,C do

7: for each edge typer = 1,...,Rdo

8 Compute shared embedding chr) using {Izlgkr), V(k)}]f:1
in Algorithm 2, with party c as the first input party

9: // Output embedding

10: for each data partyc=1,...,C do
11 Compute ch) = H(lcl) oD chl)z D ch_)l
12: return ch) forc=1,...,C

48]. For instance, a resource node in party 1 may share the same ID
with another resource node in party 2 and thus have edges in both
parties. Naively, we could merge the secure graphs from all parties
into a global graph and perform graph forwarding on it. However,
this is time-consuming. So we present Algorithm 1, which avoids
the need for such global merging. The algorithm first performs for-
warding on each party’s secure graph and then calls the oblivious
node embedding sharing protocol, described in the next section,
to handle cross-party connections. Figure 2 illustrates Algorithm 1
with an example.

It is guaranteed that the resulting node embeddings from Algo-
rithm 1 are identical to those obtained by forwarding on a globally
merged graph. The graph forwarding in Eq.(1) means that a node’s
embedding is the weighted sum of all its neighbors, with weights
given by the edges. For a user node v( 9 in party ¢, embedding shar-
ing is unnecessary as it only connects to resource nodes within the
same party. For a resource node v( < in party ¢, we will show that
its embedding on the global graph equals the sum of its embed-
dings on each party’s secure graph. According to our assumptions,
it may share the same ID with resource nodes in other data parties.
Suppose it shares the same ID as the ig-th node in party k, which
Sec.4.4 will show how to compute securely. Its potential neighbors
include the user node set V, ®) of every party k. Since the user

(c)

node sets are non-overlapping, the hidden embedding of node v;
at layer [ is given by:

1)
(c) (k) o
lez Z Z A”kjk I-13j @
=1 jk=

- k

S, 0
k=1

where I:Ig. )i is the local embedding of resource node v( ) at layer

I computed on the secure graph in party k.
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The time complexity of Algorithm 1 has two terms. The first is
the local graph forwarding O(D;_; X 8@ + RD;_{|V]|) where
Dj_; = (R + 1)!"1D is the input embedding dimension and |V| is
the total number of nodes from all parties. The second is the oblivi-
ous node embedding sharing O(CRD;_;|V|log |V|) (See Sec.4.4.2).

4.4 Oblivious Node Embedding Sharing

Here we demonstrate how to share embeddings obliviously with-
out exposing how the resource nodes are matched across different
data parties. For simplicity, we omit the layer [ and edge type r in
this section. Additionally, although node embeddings are usually
multi-dimensional, we use one-dimensional embeddings as an ex-
ample for clarity. In this case, the embedding matrix H reduces to
a vector denoted as h.

The oblivious node embedding sharing problem is as follows.
Let the secure node embedding vector computed on the local graph
of party i be denoted as h?), and the secure node ID vector as v{?),
fori = 1,...,C. Without loss of generality, we consider that the
first party wants to retrieve the embeddings of all its nodes v

,C and add them to h®,

4.4.1 Naive Solution. Consider a node v( ) in the first party that
needs to get embeddings shared from other parties. We compare
its node ID vgl) to every node v( ) € v in another party k
using a secure comparison protocol, obtaining a secure boolean

from sharing parties 2, . ..

]l{vg.l) = vgk)}. The embedding h(l.l) of node vgl) is updated using
the following formula:
¢, il k k
BV =hY + 3 3 1l = o}, )
k=2 s=1
(1)

If the secure boolean 1{v;’ = Usk)} is True, the compared nodes

have the same ID, and the embedding h(s ) from party k is added to
the node embedding in party 1. Otherwise, the adding is not per-

formed. If the node ID Ugl) does not exist in party k, all comparison
booleans will be 0, and it does not get any sharing from party k.

This solution requires computing a secure comparison for every
node pair across all parties, resulting in quadratic complexity. Such
complexity makes it impractical for large datasets with millions of
nodes. Hence, we propose the more efficient Algorithm 2.

4.4.2 Faster Solution. The idea of Algorithm 2 is inspired by [26],
which provides oblivious vector read and write protocols. Algo-
rithm 2 first combines all nodes (lines 2-3) and sorts them by their
IDs (line 7) so that nodes with the same ID from different data par-
ties are adjacent. The stable sort ensures that among nodes with
the same ID, the first party’s node is always the first, and so on.
Next, we only need to compare a node’s ID securely with its adja-
cent nodes. If the IDs match, the embedding is shared; otherwise,
it is not (lines 10-12). Finally, all nodes are shuffled back to their
original positions, and the first party’s node embeddings after shar-
ing are extracted (line 15). Figure 2 illustrates how nodes in party
1 obliviously receive sharing from party 2 in a two-party setting.
Algorithm 2 uses a secure functionality Sortperm that sorts the
first input v and permutes the subsequent inputs by the same or-
der. This is adapted from a provably secure quicksort protocol [21]
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Global Graph Layer Forwarding

Secure Collaborative Graph Layer Forwarding (Algorithm 1)
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Oblivious Node Embedding Sharing (Algorithm 2)

Input :

{ ! { i
1 1 1 1
i I Resource i |
) i nodes | i Node [P
E i across E i Local Emb.
i i . ! {
i 1 parties | i
i i needing E i
‘ 1 sharing | {
E E E E 1st Sortperm Edge type 1
Edge type 2
Input Emb. ) are &
Input Emb. 1 1 1 1 1 Compare & Add
Local User node
Emb.
Global 2 2 0 0 2
2 toer
Emb. 0 0 4 1 0 Shared — 2 2 0 0 2 0 2 2nd Sortperm .
: 4 . esource
fab o0 a0 a0 Output: 2 2 0 0 node
Output Emb. 2,0,1 2,0,1 04,1 0,1,1 2,0,1 . OutputEmb. 20,1 2,0,1 04,1 0,11 2,0, 04,1 2,00  Sheredm.

Figure 2: Illustration of the secure collaborative graph layer forwarding. All nodes have a one-dimensional input embedding of
1. After one graph layer forwarding, the output embedding reflects the node degree. Our collaborative graph layer forwarding
(Algorithm 1) produces the same embeddings as those obtained by forwarding on the merged global graph. The figure also
shows the oblivious node embedding sharing (Algorithm 2), which is called by Algorithm 1 to handle cross-party connections.

Compared to plaintext quicksort, the secure quicksort (1) first obliv-
iously shuffles the input randomly and (2) uses secure comparison,
revealing the outcome to decide whether to swap or not. The obliv-
ious random shuffling at the beginning ensures that revealing the
comparison outcome does not leak any information. Based on this
quicksort protocol, we implement the secure Sortperm. We only
need to shuffle and swap the next inputs simultaneously when the
secure quicksort protocol shuffles and swaps the first input v. It is
straightforward to show that Sortperm is as secure as the secure
quicksort in [21]. To make Sortperm a stable sort, we process the
first input v to ensure all its elements are unique without changing
the resulting sorting order. For example, we add an increasing vec-
tor on a small scale to v if it is a numerical vector. Additionally, the
time complexity of Sortperm is O(|v|log |v]). The oblivious shuf-
fling, like that provided by PrivPy [28], typically has no more than
linear complexity. Therefore, the complexity of Sortperm is domi-
nated by the recursive secure comparisons.

The overall oblivious node embedding sharing described in Al-
gorithm 2 achieves an efficient sub-quadratic time complexity of
O(|v|log|v|), where |v| = X} |V(i)| is the total number of nodes.
Given that the number of data parties C is typically much smaller
than |v|, the complexity O(C|v]|) in lines 7-9 is absorbed.

4.5 MLP Layers Training

The forwarding of MLP layers is described in Eq.(3). Here, the model
weights, intermediate training results such as gradients, and train-
ing hyperparameters like the learning rate and regularization coef-
ficient are all encrypted in secret shares. The ReLU activation func-
tion is implemented using a secure > comparison protocol, and
the Sigmoid activation function is approximated using the Newton-
Raphson method.

Recall that the graph neural network layers before the MLP lay-
ers have no parameters. Therefore, during training, the inputs to
the MLPs remain unchanged. Let the training set merged from all
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Algorithm 2 Oblivious Node Embedding Sharing

Input: Secure node embedding vectors h® and node IDs v(?), i
1,...,C. Party 1 merges embeddings from parties 2, -- - , C.

Output: Party 1’s shared node embedding vector h

1: // Combine all nodes and their embeddings

. Concatenate h(i), i=1,...,C into a new vector h

: Concatenate v(i), i=1,...,C into a new vector v

: Let m be the length of v

: Let secure index = (1,2,...,m)

. // Sort nodes by their IDs

: h/,v’,index’ = Sortperm(v, (h, v, index))

: // Compare IDs of adjacent nodes and share embeddings

. Initialize o as a zero vector of length m

: fori=0,...,C—1do

forj=1,....m—ido
0j =0j + :[]_{Vj’. = V]’.+i}h;.+i

O X N U R W

-
N o= O

13:
14:
15:
16:

// Shuffle nodes back to original positions

6 = Sortperm(index’, (0))

Extract the head of 6 with the same length as h™ to get h
return h

parties be Virgin = U,th(;)ain. For a mini-batch Vy4scn € Virain

sampled from the training set, the cross-entropy loss to minimize
is given by:

Vi €Vparcn

= yilnpi + (1 -yi) In(1 - pi). 7)
In fact, we do not need to compute the value of the loss func-
tion involving the non-linear function In. As the gradient back-
propagation formula is straightforward to derive, it is omitted here.
We employ the Adam optimizer to update the weights iteratively.

Given T training epochs, the time complexity of two-layer MLP

training is O(TDD’|'Vyrain), where Dy = (R + 1)ED is the input
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embedding dimension of MLP layers and D’ is the hidden embed-
ding dimension of the MLP layers. The complexity of predicting all
user nodes is O(DyD’|V]).

4.6 Further Speed-up Using Local Computation

Before a data party sends its private data to MPC for collabora-
tive detection, it first runs a local detection algorithm with decent
accuracy, such as EPR-GNN, to reduce the subsequent MPC com-
putation as follows.

4.6.1
bility (or score) as ﬁgc), for a node vgc) € (Vl(c). If a user is predicted
to be normal with high confidence, this user will not be included in
the secure graph for collaborative detection. Specifically, we sort
the users by their fraud probabilities (or scores) 1350) and filter out a
fraction f; of unlabeled users. This fraction f; is referred to as the
pruning ratio. As normal users typically take the majority, we can
filter out a large portion of normal users, e.g., f; = 70%. Now, two
types of users will be used for collaborative detection: 1) labeled
fraud and normal users! for training; 2) the unlabeled users that
are not filtered and need to be predicted more accurately. Conse-
quently, resource nodes not connected to the remaining users are
also pruned. As the pruning ratio f; increases, the graph size is
reduced, making all layers of SecureFD faster on MPC.

Local User Node Pruning. Denote a user’s local fraud proba-

4.6.2 Selecting the Most Suspicious Resource Nodes for Sharing.
Next, we propagate the users’ fraud probabilities (or scores) to the
resource nodes they connect to and select some candidates to share
~(c)

node embeddings with. The suspicious score p; ~ of aresource node

Z)EC) € (VZ(C) in party c is computed by the following formula:

© 5 © o)

(c c) «(c

5 =2, DL A ®
r=1 j=1

We choose a small fraction f2 of the most suspicious resource nodes

as sharing candidates V. ) .- This fraction f3; is referred to as the
sharing ratio. Previously in Algorithm 1, we assume all data par-
ties input all resource node embeddings when calling Algorithm 2
for sharing. Now, they only input the sharing candidates "VS(ZL e’
¢ = 1,...,C. Unlike local user pruning, selecting the most suspi-
cious resource nodes for sharing only influences the graph layer
forwarding in SecureFD. MLP layers are not affected. We expect
that a smaller sharing ratio 2 will result in faster training.

4.6.3 Advancing MPC Computation to Plaintext. The first graph
layer’s local forwarding can be done in plaintext. Additionally, since
the training set contains only user nodes, we only need the hidden
embeddings of user nodes for the last graph layer and do not have
to perform the oblivious resource node embedding sharing.

4.7 The Overall Procedure of SecureFD

Finally, we summarize the overall collaborative fraud detection pro-
cedure in SecureFD. All data parties train one EPR-GNN model
with L = 2 graph layers, which are already powerful enough for

1We down-sample the labeled normal users for label balance.
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node representation [25, 30]. In brief, the detection process is di-
vided into local plaintext computation (steps 1-3) and secure multi-
party computation (steps 4-7).

Step 1: Data preprocessing. Each data party constructs the local
heterogeneous graph, prepares the node ID, features, labels, the
training set and sparse adjacency matrices.

Step 2: Local plaintext fraud detection. Each data party runs
a local fraud detector. Based on the detection results, prune the
least suspicious unlabeled users and select the most suspicious re-
sources for later sharing.

Step 3: Local plaintext graph forwarding. Perform the first layer’s
local graph forwarding in plaintext as described in Sec.4.6.3.

Step 4: MPC initialization. Initialize the secure multi-party com-
putation service. Each data party sends the adjacency matrices,
node features, node IDs, and precomputed results from steps 2-3 as
secret shares to the MPC platform. The selected sharing resource
and training node indices are sent in plaintext, as their privacy is
protected by the secure node IDs.

Step 5: Completing the rest of the graph forwarding on MPC.
Perform the oblivious resource node embedding sharing for the
first graph layer using Algorithm 2 and compute the user nodes’
second graph layer embedding using Eq. (1)-(2).

Step 6: Training MLP layers on MPC. Fix the user nodes’ second
layer graph embeddings as input to the MLP layers. Randomly ini-
tialize the weights. Then iteratively forward, backpropagate, and
update the weights by minimizing the loss on the training nodes
using the Adam optimizer.

Step 7: Predicting unknown fraud users on MPC. Compute
the fraud probabilities of unlabeled user nodes and return them in
plaintext to the original data parties.

5 Security Analysis

Security Model and Guarantees. We use the standard and easy-
to-implement MPC assumptions: 1) All parties are semi-honest: they
follow the designed MPC protocol but are curious to mine others’
information if given the chance. As deviations from the protocol
can be easily detected, this assumption is feasible to uphold in a
consortium setting. 2) The communication channels between all
parties are secure, which could be implemented using well-known
encryption protocols like SSL. And we also assume that all imple-
mentation codes are accessible to all parties.

We analyze security under the Universal Composability (UC)
framework [10] like common discussions of MPC protocols. The ba-
sic secure protocols in SecureFD are provided by the secret-sharing
MPC system that builds SecureFD and are proven secure already.
Therefore, the security of SecureFD can be proven using the com-
position theorem [10]. These protocols include addition, multipli-
cation, equal comparison, greater-than comparison, the reciprocal,
oblivious random shulffle, oblivious shuffle, and matrix dot prod-
uct.

Enhancing Privacy of Secure Sparse Graphs. In the representa-
tion of secure sparse graphs, although the node IDs are encrypted,
there are still potential risks in revealing the row and column in-
dices, as the edges are exposed to some degree. To mitigate this,
we let each data party randomly include additional edges locally
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with weights equal to zero when constructing the secure sparse
graph. Specifically, for every non-linked user-resource node pair,
an edge with zero weight is generated with probability p. Since the
edge weights are secret-shared locally before collaborative detec-
tion, these zero-weight edges are indistinguishable from real edges
during training. This ensures that adversaries cannot determine
which user nodes connect to which resource nodes, thereby pre-
venting further information leakage.

Obviously, these zero-weight edges do not affect the training
results. Additionally, the computation overhead introduced to the
graph neural network layer forwarding is linear in p. For a data

party ¢ with |(V1(C)| user nodes and |(V2(C)| resource nodes, the ex-

pected number of newly introduced edges is p|’V1(C)||(V2(C) |

To formally analyze the privacy of this approach, we focus solely
on the connections between nodes on MPC, disregarding the weights
as they are encrypted. We employ the edge differential privacy [12,
35] notation, where two graphs G and G’ are neighbors if they
differ by exactly one edge. Denote the process of including gener-
ated zero-weight edges as B(-). For all sets S of possible outputs

produced by B(-), we claim that

Pr[B(G") € S] < 1/pPr[B(G) € S] + (1 - p). )
Therefore, the closer p is to 1, the harder it is to determine if the
edges on MPC genuinely exist.

The proofis as follows. Suppose that G is missing an edge e from
G’. For a possible output graph set S produced by B(-),

Pr[B(G") C S]= ) PrB(G") = G"].
G*eS
If G* does not contain the differing edge e, as the process B(-) will
not delete the existing edge e from G’, we have Pr[B(G’) = G*| =
0. Otherwise, Pr[B(G) = G*] = pPr[B(G’) = G*] by first inserting
the missing edge e with probability p into G and then indepen-
dently transforming G’ into G* during the process B(-). Therefore,

Pr(BG") € S1< ) 1/pPrlB(G) = 671 =1/pPr[B(G) C 5].
G*eS
(10)

Conversely, suppose that G has one more edge e than G’. Pr[B(G’) C
S] can be expressed as the sum of two terms

Pr[B(G') = G"] + Pr[B(G’) = G"].
(G eS)&(ecg") (G e8)&(etG")

IfG* € S contains the differing edge e, Pr[B(G’) = G*] = pPr[B(G) =

G*]. Hence the first term

PBG)=G"1= Y,  pPiBG)=G"]

(G*€S)&(e€G*) (G*€S)&(e€G*)
< >\ pPiB(G) = G"1 =pPr[B(G) C S].
G*eS

And the second term

Z Pr[B(G') = G"] < Z Pr[B(G') = G*] =1 - p,

(GreS)&(etG*) e¢G”
as the probability of not generating e into G’ is 1 — p. So,
Pr[B(G’) € S| < pPr[B(G) C S|+ (1 - p). (11)

Combing Eq.(10) and Eq.(11), we prove the claim in Eq.(9).
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6 Experiments

6.1 Setup

Datasets and Multi-Party Simulation. As multi-party datasets
are difficult to obtain, we follow common practice in MPC stud-
ies [14, 38] and partition the following four datasets to emulate
the multi-party scenario. S-FFSD [43] is a financial fraud semi-
supervised dataset with partially labeled records. The labels are
provided by consumers and further confirmed by domain experts.
We regard the records as users to detect. AmazonMovie, AmazonBook,
and AmazonAll are based on real public datasets that collect users’
reviews on Amazon in the corresponding categories [33]. Follow-
ing the method in [4, 23], we inject fraud review records into the
normal datasets. We add multiple fraud groups to the dataset, each
comprising some existing normal users who give extremely high
(5.0) or low (1.0) review scores to newly injected products within
one day. These hijacked camouflaged fraudsters have both legiti-
mate and fake reviews to boost or hurt target products, making
them the most challenging to detect. Details are in Table 1.

To emulate multi-party behaviors, we partition the datasets into
three to five parties, allowing each party to have a different number
of users to reflect the imbalanced data distribution found in the
real world. The total user ratios are 1:2:3 for three parties, 1:2:3:4
for four parties, and 1:2:3:4:5 for five parties.

Methods in Comparison. We compare SecureFD with popular
fraud detection algorithms to demonstrate the benefits of collab-
orative detection. We run algorithms 1-9 independently on each
party’s dataset and then compute the area under the receiver oper-
ating characteristic curve (AUC) on the testing set as the quality
metric for each party. 1) M-Zoom [36]: unsupervised fraud detec-
tion method identifying dense subgraphs as fraud. 2) M-Biz [36]:
improved version of M-Zoom, guaranteeing locally optimal sub-
graph densities. 3) D-Cube [37]: scalable dense block detection al-
gorithm for web-scale data. 4) AnoGraph [7]: online anomaly de-
tection in dynamic graphs. 5) GraphSAGE [22]: inductive node
classification algorithm aggregating node features from neighbor-
hoods. 6) CARE-GNN [16]: graph neural network for fraud de-
tection with enhanced aggregation modules against fraud camou-
flages. 7) PC-GNN [29]: graph neural network addressing label im-
balance in fraud detection. 8) GTAN [43]: gated temporal attention
network for credit-card and other fraud detection tasks. 9) EPR-
GNN: the graph neural network used in SecureFD, also serving as
a local detection baseline.

We also compare SecureFD with the Oracle solution, where all
data parties combine their data in plaintext without privacy pro-
tection and use the baseline with the highest AUC. This serves as
a reference to analyze the secure collaborative detection.

Implementation.? We build the SecureFD prototype using the
2-out-of-4 secret-sharing MPC system PrivPy [28]. Each secure
multi-party computation job has four computation services, scat-
tered across a Kubernetes cluster with machines featuring Intel
Xeon Gold 5218R 2.10GHz CPUs and 10 Gbps network bandwidth.
Each secure computation service runs in a Kubernetes pod with a
limit of 8 CPU cores and 32 GB of memory. We have sufficient com-
putational resources to execute model training and prediction jobs

20ur source code will be available at https://github.com/LiuXin11235/SecureFD.git.
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Table 1: Data statistics.

Xin Liu et al.

Dataset #User nodes #Resource nodes #Edges Fraud ratio Training/Validation/Testing
S-FFSD 77,881 123,227 623,048 6.75% 10%-10%-80%
AmazonMovie 123,960 84,549 5,092,599 1.61% 10%-10%-80%
AmazonBook 603,667 407,253 26,694,123 1.66% 5%-5%-90%
AmazonAll 4,285,799 2,334,858 227,449,275 1.87% 5%-5%-90%

Table 2: The average test AUC (%) across all data parties and the standard deviation. Note that the Oracle solution combines
all data parties’ data in plaintext without privacy protection and serves only as a reference for analyzing secure collaborative
detection. The best local method is underlined. And the best result excluding Oracle is in bold.

S-FFSD AmazonMovie AmazonBook

Colla. Method - - - - - - - - -
3 parties 4 parties 5 parties 3 parties 4 parties 5 parties 3 parties 4 parties 5 parties
M-Biz 61.7+01 633+£23 624+21 | 538+13 533+24 542+12 | 521+09 52.6%07 529+1.2
M-Zoom 61.7£0.1 633+23 624+21 | 55.8+0.3 543 +0.4 544 +1.2 52.2+1.0 529+ 1.1 529+ 1.1
D-Cube 64.4+55 643+21 635+3.7 | 547+6.2 519+ 1.6 52.6 £ 3.0 52.2+13 54.0 £ 0.5 51.7 £ 0.8
AnoGraph | 628+22 63.0£19 626+39 | 80204 804+10 803+06 | 798+02 79.7+03 79.8+0.2
No GraphSAGE | 685+0.8 67.6+33 67.9+20 | 60.2+18 599+13 60.2 £2.3 55.9 £ 8.7 56.4+5.9 57.2+4.7
CARE-GNN | 689 1.1 683+39 67.2+49 | 92.1+1.6 91.3+0.8 89.2+5.6 82.6+54 815%5.1 81.0 £ 3.9
PC-GNN 673+27 694+29 699+34 | 91.8+17 91.6+1.6 90.6+1.0 | 781+21 787+25 79.1+14
GTAN 752107 732+14 748+33 |723+124 785+184 724+128 |56.8+114 655+£159 62.7+118
EPR-GNN 735263 71082 719+73 | 864+2.2 87.1+34 86.1+1.8 88.5+2.3 88.8+1.2 88.0 + 2.3
Secure SecureFD ‘ 82.2+25 81.0+3.0 79.6+34 ‘ 93.2+1.0 926+11 92812 ‘ 916 +0.6 90.1+0.7 914+1.1
Plain Oracle ‘ 80.7+20 81.8+24 81.0+3.0 ‘ 93.1 £ 0.6 93.3+0.2 93.5+0.9 ‘ 94.3 + 0.1 944 +0.3 943 +£0.2

Table 3: SecureFD training time on MPC in minutes.
3 parties 4 parties ‘ 5 parties
D ¥ Users |

ataset Users ‘ Layer 1 Layer2 MLPs ‘ Overall | Layer1 Layer2 MLPs ‘ Overall ‘ Layer1 Layer2 MLPs ‘ Overall
AmazonMovie 124K 0.0 0.6 2.7 33 0.0 0.4 2.7 3.1 0.0 0.3 2.6 3.0
AmazonBook 604K 0.1 2.2 3.7 6.0 0.1 1.9 3.7 5.7 0.1 1.8 3.7 5.6
AmazonAll 4,286K 0.4 20.0 9.5 29.9 0.6 15.1 9.5 25.1 0.6 12.3 9.3 22.3

simultaneously for all data parties. The current implementation of
SecureFD uses PrivPy, but we want to emphasize that SecureFD
can operate with any secret-sharing based MPC system providing
the basic operations listed in Sec.5.

For the hyper-parameters of SecureFD, the hidden embedding
size of the MLP layers in EPR-GNN is set to 48. We use the Adam
optimizer to update the weights, with 100 training epochs, L2 regu-
larization of 5e-4, and a learning rate of 0.01. For the pruning hyper-
parameters, the user pruning ratio $ is 0.7, and the resource node
sharing ratio f2 is 0.01.

The graphs constructed for S-FFSD have four resource node types:

sources, targets, locations, and types [43]. Graphs for AmazonMovie,
AmazonBook, and AmazonAll have three resource node types: prod-
ucts, timestamps, and the concatenation of timestamps and review
scores [29]. Each resource node type yields an edge type. The node
features contain two parts: 1) user statistical features; and 2) one-
hot encoding indicating the node type. For other baselines, we
transform the graphs appropriately to their input formats.
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6.2 Detection Performance

Table 2 shows the average AUC and standard deviation across all
data parties. Excluding the Oracle solution, which is impractical in
reality, SecureFD consistently performs the best across all datasets,
regardless of the number of data parties. Additionally, SecureFD
achieves performance that is close to the Oracle solution. The latter
has the highest AUC (except in the 3-party scenarios of S-FFSD
and AmazonMovie) and the lowest standard deviation, indicating
that plain collaboration is the most robust.

Second, the standard deviation of SecureFD is also reasonably
low, indicating that all data parties benefit stably from privately
sharing their data. In the experiment, we partition the original data
unequally into three to five parties, with some parties owning more
data and some less. Even if one party believes it already has enough
data (for example, half of the global data for party 3 in the three-
party scenario), it can still benefit from collaboration.

In terms of other metrics including precision and recall, SecureFD
is also better than non-collaborated baselines on all datasets if we
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Table 4: Speed-up of EPR-GNN compared to GCN in the
same MPC environment. The table shows the overall MPC
training time in minutes in the three-party scenario.

Dataset #Users GCN EPR-GNN Speed-up
AmazonMovie 124K 433 33 13.1X
AmazonBook 604K 1485 6.0 24.8%
AmazonAll 4,286K 924.7 29.9 30.9%

predict the top suspicious users as fraud. Here we omit the detec-
tion results on the AmazonAll dataset in Table 2 since the user-user
graph required by baselines PC-GNN, CARE-GNN and GTAN are
too dense to fit into memory. Nevertheless, when there are 4 or
5 parties, SecureFD still outperforms the non-collaborative EPR-
GNN by 0.5% in the average test AUC.

6.3 Scalability Analysis

Here we investigate the scalability of SecureFD in terms of secure
computation time on MPC. Table 3 presents the scenarios with
three to five parties on AmazonMovie, AmazonBook, and AmazonAll
datasets as they are more consistent. Overall, the entire detection
design enables reasonable scalability on current hardware. It takes
less than an hour to process more than four million users and just
a few minutes to handle fewer than a million users. Comparing
the runtime in Table 3 with respect to the number of parties, more
data parties means each party has less data, resulting in shorter
runtime, especially on the largest AmazonAll dataset.

To demonstrate that EPR-GNN is an MPC-friendly graph neu-
ral network, we implement GCN [25] also on PrivPy. It adopts the
same oblivious node embedding sharing algorithm described in
Sec.4.4 and local acceleration optimizations in Sec.4.6. As shown
in Table 4, EPR-GNN is significantly faster than GCN (13.1X on
AmazonMovie, 24.8%X on AmazonBook, and 30.9X on AmazonAll). As
the number of users increases, the efficiency advantage becomes
more obvious. Because other graph neural networks, such as PC-
GNN and GTAN, are more complex than GCN, implementing their
secure collaborative versions would result in even longer running
time, making them less efficient to handle large scale graph data.

In Table 5, we analyze the oblivious node embedding sharing by
comparing the faster solution (Algorithm 2) to the naive one. As
the number of users grows, the speed-up becomes more significant,
from 1.5X on 124K users to 45.7X on 4,286K users. Additionally,
Table 5 shows the runtime with the resource sharing ratio S,
0.01. A larger ff; would contrast the speed-up more significantly.

6.4 Ablation Study

Finally, we study how local detection contributes to detection accu-
racy and scalability on the AmazonBook dataset. In Figure 3, as the
pruning ratio increases, the AUC initially drops slightly and then
increases because noise irrelevant to detecting fraud is removed.
However, the ratio should not exceed 0.9 to ensure unknown fraud
users are kept for collaborative detection. For the running time, it
always decreases as the pruning ratio increases. Our choice of 0.7
turns out to be a good trade-off between accuracy and scalability.
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Table 5: Speed-up of oblivious node embedding sharing in
SecureFD. The table shows the MPC training time of layer 1
in minutes in the three-party scenario.

Dataset # Users Naive Faster Speed-up
AmazonMovie 124K 0.06 0.04 1.5%
AmazonBook 604K 0.51 0.09 5.7%X
AmazonAll 4,286K  19.18 0.42 45.7X
1.0
Zs
0.9 £
Es
§ 08 é’ . ﬂy’g
i =
[e]
0.6 0
0.0 0.1 0.3 05 0.7 0.9 0.0 0.1 0.3 05 0.7 0.9
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Figure 3: Influence of local user pruning on detection AUC
and overall training time on the AmazonBook dataset.
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Figure 4: Influence of resource sharing ratio on detection
AUC and layer 1 training time on the AmazonBook dataset.

As shown in Figure 4, a smaller resource sharing ratio means
less time to share the layer 1 hidden embedding of resource nodes.
Additionally, a reasonably small sharing ratio helps to select only
the crucial resource nodes that fraudsters use. Consequently, the
AUC achieves its highest value when the sharing ratio is 0.01.

7 Conclusion

Fraud detection requires industry-wide collaboration, as fraudsters
often attack multiple companies using the same resources. In this
work, we propose a method for multiple parties to collaboratively
train a graph neural network detector, achieving better performance.
By integrating MPC-efficient models, data structures, designed pro-
tocols and local detection pruning, our approach can scale to mil-
lions of users. SecureFD opens many opportunities for future work.
Scalability can be further improved through multi-round collabora-
tion and dynamic sharing levels. Besides, our experiments involve
up to five data parties, and managing a larger number (e.g., fifty)
with skewed data distribution poses additional challenges.
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